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Overview

If you can’t access the User Web Ultility using either the Kaleidescape friendly URL (http://my-
kaleidescape) or the serial number-based URL (http://ks-############) in your browser, you may need
to change your PC’s NetBIOS settings. For security reasons, PCs are sometimes configured to disallow
the use of arbitrary hostnames. This Quick Reference Guide explains how to enable access without
compromising security.

These instructions are for the Microsoft Windows XP, Service Pack 2 operating system. For other
versions of the Windows operating system, check the system documentation or help.

Checking Whether the PC is Set Up as a Firewall

First check whether your PC is configured to act as a firewall. If it is, then it won’t allow dynamic
lookup of hostnames through NetBIOS. Either turn off the firewall, or set up an exception for your
Kaleidescape Server.

To check how your firewall is configured:
1. From the Start menu on your PC, click Settings and select Control Panel.
2.  Double-click Windows Firewall.
3. Click the General tab.

)

General |Excepti0ns Advanced

Firewall is helping to protect pour PC

windows Firewall helps protect your computer by preventing unauthorized uzers
from gaining access to your computer through the Intermet or a network.

@ (%) On [recommended)

Thiz getting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[]Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blockz programs. Selections on the Exceptions tab will be
ignored.

@ () DFf [not recommended)

Avoid uzing this setting. Turming off Windows Firewall may make thiz
computer more vulherable to viruzes and intruders.

‘windows Firewall is using pour domain settings.

‘wihat else should | know about Windows Firewal?

[ ]9 ][ Cancel ]

If the On (recommended) check box is checked, your PC is set up to be more secure and may
not permit NetBIOS name resolution.


http://my-kaleidescape/
http://my-kaleidescape/

Creating a Firewall Exception for NetBIOS

If your PC’s firewall is enabled and it can’t access Kaleidescape Web Utilities, you have two options.
First, you can turn off firewall protection altogether. This allows NetBIOS name resolution but reduces
the security of the PC in other ways. To do this, check the Off check box then click OK. Kaleidescape
does not recommend this option.

If you’d rather keep the firewall on, you can add an exception to allow NetBIOS name resolution
through the firewall. Kaleidescape recommends this option.

To create an exception for NetBIOS:
1. Click the Exceptions tab on the Windows Firewall dialog box.

"= Windows Firewall

General | Exceptions | Advanced

wWindows Firewall iz turned off. Your computer iz at risk of attacks and intrusions
from outzide zources such as the Intermet. 'We recommend that vou click the
Gereral tab and select On.

Programs and Services:

Mame 5

UPnP Framework.

windows Media Connect

“windows Media Connect

Windows Media Connect

“windows Media Connect

“windows Media Connect

windaws Media Connect

‘windows Messenger

v ahoo! FT Server

“r'ahoo! Messenger =
T — v

7 N
[ addProgam. (] [ 4ddPoty  |[) Edt. ][ Delete

Dizplay a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

[ Ok ][ Cancel ]

2. Click Add Port. The Add a Port dialog box appears.

Add a Port (]

Usze these settings to open a port through ‘Windows Firewall. Ta find the part
number and protocol, consult the documentation for the program or service you
want b use.

1 are: |NetBios M ame Resalution |

Part humber: |‘|37f |

OITCP & UDP

‘what are the risks of opening a port?

T

3. Type “NetBIOS Name Resolution” in the Name: text box.
4. Type “137” in the Port number: text box. This allows network messages to be sent to port 137
only, in order to resolve network names.
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5. Select UDP.
6. Click OK to close each open window.
7. Check to see if you can open the User Web Ultility.

Enabling Windows NetBIOS on a PC

If your PC’s firewall is disabled, or if it is enabled with an exception for NetBIOS name resolution and
you still can’t access the User Web Utility, then the PC’s NetBIOS name resolution may be turned off.

To enable Windows NetBIOS:
1. From the Start menu on your PC, click Settings and select Control Panel.
2. Double-click Network Connections.
3. Right-click LAN (or other name of your local area network) and select Properties.

" Network Connections

File Edit ‘iew Faworites Tooks  Advanced  Help Address @_‘NetworkConnectmns v

Q-5 ¥ | L B B
#| MName Type Status
LAN or High-Speed Internet

Network Tasks

[&] Creats anew Y- ] LAM or High-Speed Inter,..  Connected

R SR LAH or High-Speed Int Disabled
& Change Windows o status or High-Gpeed Inter...  Disable

Firewall settings o on LAM or High-Speed Inter...  Connected
Epair
&% Disable this network P
device - Bridge Connections
% Repair this connection |
B Create Shortout kion Personal Area MNetwork, Disconnected

Eﬂ Rename this connection

&) View status of this
connection

Change settings of this
connection

Othet Places

B contral Panel

& ¥y Metwork Places
@ My Documents

g My Computer

4. Click Internet Protocol (TCP/IP) in the General tab and click Properties.

- Local Area Connection Properties @E
General | Authentication | Advanced

Connect using:

HE Intel® PRO/00VE Desktop Connection

Thiz connection uzes the following items:

g Client for Microzoft Metworks

E File: and Frinter Sharing for Microsoft Metworks
@ (305 Packet Scheduler

g Intermet Pratocal [TCPAP)

Install... Properties [: >

Drescription
Transmizzion Control Protocal/Internet Protocal. The default

wide area network protocal that provides communication
acioss diverse interconnected networks.

] Show icon in notification area when connected

aK ] [ Cancel
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5. Click Advanced. The Advanced TCP/IP Settings dialog box appears.

Advanced TCP/IP Settings E]@
IP Settings | DWNS | WINS | Options

WINS addresses, in order of use:

k1
[

Add.

If LMHOSTS lookup is enabled, it applies to all connections for which
TCPAP iz enabled.

[#] Enable LMHOSTS lookup Import LMHOSTS...

MetBI0S setting

(%) Default

|Jze MetBI0S zetting fram the DHCP server. IF static IP address is
uzed or the DHCP zerver does not provide NetBIOS setting,
enable MetBI0S over TCR/IP.

{1 Enable MetBIOS over TCRAP
(" Digable MetBIOS ower TCPAP

I_ Ok H Cancel ]

6. Click the WINS tab.
If Default is selected and the friendly URL isn’t working, then your network DHCP server isn’t
providing NetBIOS name resolution. Click Enable NetBIOS over TCP/IP to make your PC do
this itself.
If Enable NetBIOS over TCP/IP is selected and the friendly URL isn’t working, there is likely a
problem with your network setup. Consult a Windows system administrator for help.

7. Click OK to close each open window.
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